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TO: Colonel Sheffield Edwards " Jﬂly 1047
Executive for Inspection and
Security.
THRU : | |
FROM: | l-Liaison Office

SUBJECT: Recommendations Regarding Security Functions

During the past year, the actlivities of the Securlty
Office have changed frequently, and many revisions have
been made with a view toward lmproving the security of
the organization. However, there are a number of changes
which 1t 1s belleved would increase the effectlveness
of our security operations.

In this regard, 1t 1s believed that regular discus-
slons are necessary in order that each section of the
office will know the relationshlp of 1its functlions to
the other. Frequently, sltuations arise in which Lialison
personnel, in contacting other agencles, come across
Information which will have a direct effect upon our
operations, It is belleved that, if weekly discussions
are held, these mattera could be thoroughly reviewed,
end improvements would result. For example, 1t was ro-
vealed that the State Department was holding up two or
three hundred cases because of the lmpossibllity of checke
ing the records of the Passport Division. At first, 1t o
was not deemed advliseble to secure the State Department's
results minus the Passport check, but after some discussion.
thls plan was agreed upon. Also, it is belleved that
there should be regular meetings wlthin each office In
order that all of the personnel may be encouraged to
make suggestions for the improvement and streamlining
of thelr work,

-~

-

This plan would result in the A, B, C .Confarence
Method and is believed to be more desirable than the
method of reaching a concluslon on a particular point,
and putting it into effect without the benefit of the
experience of the people who are directly concerned with
that particular operation,

A number of the suggestions set forth below have
been proposed and discussed somewhat in the past., How=-
ever, 1t 1s believed that they are worthy of a compre-
hensive study and full dlscussion at the present time
in order that a concluslion be reached as to thelr deglr-
ebility. ~ :
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1. The House Committee on Un-American Activitles
has accumulated a vast asmount of material regarding
individuals and orgenizations of a questlonable or
subversive nature, perticularly in connection with
Communist activity. Agencles of the government,
practically without exception, avall themselves of
the information contained in these files, and the
writer established relations sometime ago with the
Commlttee, obtaining permission for thls agency to
seerch thelr files. It is belloved that consider-
able embarrassment would result if a case came to
light on which we failed to check the files of this
organization when they contained information which
would materially effect the person's sultabllity
or loyalty. It is pointed out that the State De-
partment has recently been sub jected to a great deal
of criticism by Congress, much of 1t growing out of
information furnished by this House Commlttee.

2. It is recormmended that a careful review of
each case be made upon its receipt in order to de-
termine what is necessary to grant security clear-
ance. The desirabllity of this practice has been
frequently demonstrated by the fact that even after
a case has been subjected to a full investigatien
by the FBI, additlonal work has been necessary upon
its return; whereas, by review of the file, upon
1ts receipt, the deslred information could have been
immediately obtalned. In this connection, it 1s
pointed out that the Llaison Branch mainteins rela-
tions with the following orgenizatlons:

Immigration and Naturalization Service - Informe-

tion is received by telephone and teletype from
Philadelphla within twenty-four hours.

Adjutent General's Office, War Department - In-
formation is recelved on former military and
civilian personnel of the War Department from
St. Louls within twenty-four hours. :

In additlon, the entire files of active officers
in the Army mey be obtained within a matter of
hours from the AGO, War Department.

Police and Credit.

Naval Personnel.

Records of schools, hospitals, courts, etc,

We also have access to the files of all govern-
ment agencies, except those of the Intelligence
ApprolddrEerRuleadin 202005126 MOERDP78-04007A00040002006 3-7
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3, For many years, the Clvlil Service Commisslon
has been charged with the responsibility for inves-
tigating Federal employees to determine their loyalty
and sultability. There are available sources of
information at the Civil Service Commlisslon, such
as the Examining Division reccrds, Service records,
Retirement Division records, Medical records, ete.,
but the most valuable from our standpoint appear to
be the following:

a. Complete reports of investigation made
on many of our applicants, which may be person-
ally reviewed and a comprehenslve summary pre-
pared from the file. These investligations were
frequently made at a time when wiltnesses and
records were available which are now impossible
to obtain. For the most part, we are completely
ignoring this valuable source of informetion,
wlth the result that in some instances there
must certalnly be cases on whlch there 1ls derog-
atory informetion avallable which we are not
securing.

Rich o Gt S S e M SR L A Yt o LS D b S o

b. In connection with thls investigative
progrem, the Civil Service Commlission, through
its nine hundred investigators throughout the
United States and the possessions, amassed a
considerable amount of Information regarding
individuals and orgenizations engaged in subver-
sive activity. This Information is particulerly
pertinent to our work inssmuch as the Commlssion's
interest was in appllcants and employees of the
Federal service. We are, only in very rare in-
stances, explolting this source at the Commission.
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4, Up until a month or two ago, Lialson was
making the determination as to whether or not eppli-
cants for employment with CIG had been previously
investigated by other Federal agencles, and, in
such cases, was making a review of these reports.
Although this practice has been dlscontlnued, 1t
is belleved that the same arguments for its revival
are true as set forth in 3-a above, regarding the
Civil Service Commlission. Since the FBI does not
make such a review, it appears lncumbent upon us to
avold any question which might arise from the fact
that there is questionable or derogatory informa-
tion just waiting to be reviewed. It is polnted

CON |
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out that a review of an entire investigative report
may be obtalned in & few hours whereas weeks and
monthas, and considerable expenditure of funds are
necesgsary in order to meke the Investigation.

5. Directly related to the polnts set forth
immediately above 1s a question which has been
proposed and considered often in the past, namely -
that when 1t 1s reveasled that another agency has
recently completed an investigatlon, the case then
be turned over to a staff within the office for
completion., The deslrabllity of following this
procedure has been frequently emphaslized, partlcularly
in recent cases where it was revesled that former
0.5.8. employees, now with the State Department,
were investigated within the past year by the latter
department, or those cages where 1t was revesaled
that the FBI had recently completed investigations
on AEC personnel who were to be employed by CIG.

All that is ordinarily required in order to grant
security approval in these cases 1la to:

a. obtaln a four=way check

b. check police and credit records
¢c. make neighborhood inquirles, and
d. review personnel file.

The only function which is not handled by this
office is that of making neighborhood inquiries,
and the personnel aasigned to Llalson have all had
mich experience, not only in meking nelghborhood
inquiries, but in handling all phases of comprehen-
give investlpgations., With the instltutlon of the
program suggested, many cases could be rated with-
in a few days time, with a great saving of money.

6, Sometime ago, the Chlef of the Securlty Divi-
slon had BXXH directed that in all cases reviews of
files with representatives of other intelligence
agencles should be made by the Lialson Office.

Up to the present time, whlle much of this work is
being handled as directed, there are representatives
of other agencles who continue to maintsein their
contacts wlth persons in S.0. Security. This is
particularly true of the State Department and the
FBI, With the recent reorganization, 1t is believed
that this problem will be eliminated through the
merging of the filles. However, it mipght be well to
have this point clearly defined.
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In this regerd, it is pointed out that the FBI
continues to widen its contacts within CIG through
i1ts Liaison representative, Mr. Dougherty. At the
present time, Mr., Dougherty has access not only to
this office, but also to various branches of 5.0,
In addition, he has recently added to his itiner-
ary a visit to the Contacts Branch, placing him in
a position of knowledge regerding the actlvities
of this organization which 1s 1n all probabllity
equaled by few people in CIG.

It 1s recommended that consideration be glven to
the thought that it might be well to have MNr,
Dougherty's contacts limited within the organigza-
tion in the same menner that the FBI limits the
Lialson activitlies of other agencies in the IBI,
This would provide for a flow of material to Mr.
Dougherty and return through one or more offices,-
rather than permit him to wender about the organi-
zatlon with little restriction.

7. It is believed that one of the prime respon-
sibllities of a security offlice is that of maklng
all of the personnel securilty-consclous. It is
believed that up to the present time there has
been little done in this regard. Recently, the
State Department required that all of its persomnel
attend a series of securlty lectures end films
stressing the need, not only for locking safes
and windows, but a clear understanding of what
gecurity means. It is felt that all personnel
within the agency should be constantly mindful of
any incidents or activities which have a bearing
on security. To 1llustrate, it is pointed out that

 there are many individuals who have transferred from

0S8 to the State Department, who have since been
terminated by the latter organizatlon because of

the question of loyalty to the Unlted States. There
are also members of thls organizatlion who are being
torminated for thls same reason. It is believed that,
over a perlod of years, the coworkers and supervisors
of these individuals should become aware of this
disaffection.

i1t 1s recommended that a strong program be insti-
tuted with a view to selling security to the per-
sonnel of the organization, and that the employeses
be encouraged to forward to Security information
which they belleve to be of Interest to us.
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8. A number of cases have arlsen where it has
been revealed that persons of other agencies who
have recelved reports from CIG are not glven the
same high type of security clearance which we re-
quire. It may be found desirable to make some in-
quiries into the clearances granted to persons and
offices which recelve highly classified documents
from CIG. '

D e S R
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9, At the present time, the Llalson Office ls
continuing to review all publications recelved and
analyze them for materlal to be put into the Refer-
ence file. This has been the practlce since the :
first publicatlions were ordered by the writer last i
December.

It is belleved that the present method of hand- i
ling our Reference Index 1s highly undesirable in :
that the files are belng malntalned by clerical 4
personnel who have little or no intelligence back=- .
ground, and the referencing is belng done by per-
song whose primary dutlies do not permlt an adequate
amount of time to be devoted to this project.

The most important basis of an effective inves-
tigative organization 1s 1lts intelligence files.
If a reference flle ls to bo maintained, 1t is be~
lieved that 1t must be as comprehensive as possible
for it to be at all effectlve., Ours 1s not. There
is a great deal of information which 1s avallable %o
us, which we are ignoring, and it does not appear
that an Individual without a comprehensive knowledge
of Communlst activities, organizations and ideology
can presume to establish and maintain the type of
file which 1s necegsary. '

For example, the House Committee on Un-American
Activities 1s carrylng on a very intensive campalgn
at the present moment wlth regard to Communists in
government, and it is bellieved that someone who _
can speak the lanpguage of | , Director 25X1A
of Research, and | should be : 25X1A
assigned to keep this organlzation informed as to -
“what is transpiring. Further, such organizations
as the Chamber of Commerce, Counterintelligence
Corps, State Department, and others, are constantly
preparing mabterial and securing information which
1s of vital interest to such a program. It would
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be futlle to nossign a person to these contacts un-
less he was adequately informed on these matteras. A
It 18 not belleved that such a person can be readily
obtalned. It appears to be a fact that within the
Jecurity Office itself there is a great need for a
program of education on the subject of Cormunlsast
activity, with which we constantly deal. Our per-
sonnel should not only possess knowledge regerding
the current Communist Party Line in organizations,
but should have background information regarding the
past activities of the Communist Party and lts af-
filiates, as woll as those organizatlons and indi-
viduals opposed to Communism.

It does not appear that the Reference Index has H
made anL—a“—"TT”LMa ttempt to characterize, in a comprehen-
sive way, Communls ront organizations, those in- ;
filtrated or slightly tinted, organizations which i
are neutral, or those which are opposed to Communismn, i
It 1s felt that 1t 1s Just as important to be ac-
curate 1ln our appraisals so that we do not take un-~

just action ageinst an innocent Subject, as to deter-
mine the bellefs of & person who 1s disloyal.

With regard to further informatlon available
which would be of interest to an effective Reference
Index, 1t is pointed out that the State Department
recently completed investlgations on twenty-four
individuals whose loyalty was of sufflclent ques-
tion to cause thelr dismissal. The Secretary of
State commented that these individuals were shown
to have had relations with representatives of another
government. It would appear likely that some of
these people had been employed by 0.3.85., and later
transferred to the State Department. It would ap-
pear desirable to review each of these files for the
purpose of entering the names of friends, assoclates
and witnesses in our Reference Index, and also to
determine whether or not any lndividuals who recom-
mended these persons are presently employed with
CIG. It is believed that this practice should be )
instituted and followed in all cases of this nature
which arlse. 25X1A
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